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The new power systems, specifically power substations, are designed in such a way that protection
and control schemes of IEC 61850 Generic Object-Oriented Substation Event (or GOOSE) are used in
them.

GOOSE messaging can be considered as a virtual connection replacing wiring and hardware
connection. Hardware systems are physically checked and tested. -While GOOSE systems can be
virtually checked.

Improved GOOSE systems development needs enough information about VLAN (Virtual Local-area)
networks, MAC address filtering and Logical Nodes. Moreover, it needs Ethernet traffic analysis or
switch setting inspection.

Testing devices can play a major role here to make GOOSE messaging testing and inspection easier.
In AMT 105 devices, testing can be easily performed using SCD files in relays and network setting.

GOOSE setting can be accessed through hardware configuration window.

™ Hardware Configuration - O *
]
.~ Analog Output |Binary / Analog Input | Binary Output |Extra Setting | GOOSE Setting | <=y

Voltage Uutput Voltage Output Signal

. - Other
2150V, E0VA @ 400mAms Output T: Output Label Actual
1%150V, 120VA @ B00mAems (A1) * A, o [[Tx 22 38 an | | Output Target = Ll vl |
1150V 120VA @ 800miems (42) elnlo] X1 | VLIE VLIE False
1x150V, 120VA @ B00mAems (A3) X1 N 123 423 | X2 |vizE VI2E | False
1x300V, 120VA @ 400mAms (A1 A2} x3 [vise VIZE | Faise
1x300V. 120VA @ &D0mAms (A1 A3) il ¥ 1 “143 ¥1 | NotUsed Nat Used False
1300V, 120VA @ 400mAms (32 A3) o
1x450V, 200VA @ 400mAmns (A1 A2 B1) XN 2 124
Tx450V, 200VA @ 400mAms (A1 A3 B1)
1x450V, 200VA @ 400mAms (A2 A3 B1) 3
Not Lised

4
1234 ** ¥ must be Connect to Yn
Current Qutput — © Current Qutput Signal
_— ——————— . Other T T —
v ATz 3 [1 2:x2 3:x3 a:v1 5.v2 6.v3 ]| ||| | OutputTaget Output Label O Actud
2327 200VA @ 324, 6Vims, 54, 24Vims (A1A2. B182) 010 [ = pu Lt Foleo
24324, 200VA @ 324, BVims, 54, 24Vims (A1A3, B162) iy 1223 “423 1586 “452 x2 L2 12 False
2324, 200VA @ 324, BVims, 5A, 24Vims (A243, B182) XN 1 w143 || w418 | w356 x3 [1L3 [TE] False
2324, 200VA @ 324, BVims. 54, 24Vims (A1A2. B183) o] e = ¥1 [NotUsed | NotUsed False
20324, 200VA @ 324, Blims, 54, 24Vims (A1A2. B283) ¢ L AL L2 v2 | NotUsed Not Used False
232A. 200VA @ 324, GVima, SA, 24Vima (A1A3. B183) p— | 3 |[“523 |[“258 |[«s53 vs | NotUsed Mot Used T False
2324, 200VA @ 324, GVims. 54, 24Vims (4243, B263) 34 Tsll=iaa |i=iza -
1x32A. 4D0VA @ 324, 12Vims. 5, 48Vima (A2B2)
1%32A, 400VA @ 32A, 12Vims, 5A, 48Vms (A2B2) YN 4 “128
12324, 400VA @ 32A, 12Vims. 5A, 48Vms (A282) 5 523
1x32A. 4DOVA @ 324, 12Vims, 5A, 48Vims (A3B3) © aD[=ia3
1x32A, 4D0VA @ 324, 12Vima, 5A, 48Vims (A383) gli 2 3 W —-
1x32A. 4D0VA @ 324, 12Vims. 54, 48Vims (A383) - 1234% | “1.25 ' ¥nmsibe Consectio¥n
(] e || o | ome
Figure 1

In this window, by selecting Import SCL option, you can import a created GOOSE configuration file.

VEBKO Online Help Page 2 of 9



o
m GOOSE Messaging Testing

Figure 2

By choosing Clear SCL option entered data can be deleted so you can add another file.

E o e— - s ox
:

Aniog Outpud | Biary/ Ansoghput |Baay Oulpu Exta Setoe” GOOSE Setting | Vst

ce Mac. = e

P Goose G005 0 Corfg.|_WAC Adiress | pplctio.] MinRepettion | e Repetton | vian
¥ 0 [ DSPROT/ALIOKOGm#ol DaaSa T 0SPR0. 000 GICCONOO0T 2 0 0 o
1{&  osRoTLLVMGOKewl Dasset  DSPRO. fom1  010CCDO100G I 0 w.0)
21 EBOCTRULMSGOSCrm DesSa  VEBKOC. WON  0MCCONOD 1 0 am wo

Figure 3

After importing the file, a list of GOOSE reference information, ID, MAC address, etc. are shown. By
expanding each directory, you can see a series of GOOSE.

[ e Contiguntion - o x
2
Anslog Outpu_ Binary / Anslog lnput | Binary OuiputExtraSette GOOSE Sefting =’
Imgort SCL Clear SCL. mr i 2
4 005 Contol Reference G00SE D[ConfgRL| MACAdires | Apphcatio.| MinRepeion | Max Repeiton | VLAN |
O [ DISPROTALISGORCarec a1 DISPR0. 10T O1CCD010001 2 ) £ .0
g 4 anboteome pe | Bmayin | Bnary nDescpton | Bnary Out | Bvry Ot Descrpion
| = DISPROTDS10p gt soolea () o
2|5~ DISPROT/LNOSGOSCowel_Dasser | DISFRO.| 1001 | 0LCCDOM002 3 ) 00 .o
A 4 itioute Neme oo | By nary Ot
e DISPROT/POIS20p sl BooLeAn (] u]
gy, e SRl DutaSet VEBOC. 001 | OMCCOOMD00 1 » P [0}
of L  aibuteNome _ Biaryin | Binay i Descrption | Binary Ot Bnary OutDescrpton
Ol 1 VEHOCTRLOOCHAT Eor [ owme O a

Figure 4

If your selected option is put in relay's output list, while you want it in input list, you can simply
choose Binary In option.
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Figure 5

Contrariwise, if the tester is supposed to excite the input of the relay, you can select Binary Out, after
choosing the desired option.

8 Hardware Configuration

Analog Output | Binary / Analog Input | Binary Output ExtraSeitipv/GOOSE Satﬂng|
| Import SCL | Clear SCL ' Sourc
A GOOSE Control Reference |GOCI‘5E ID|ConfigR...| MAC Address |App|icatiu..| Min Repetition | Max Repetition | VLAN |
0 JicE DISPROT/LLNOSGOSControl_DataSet DIS/PRO... 10001 01-0CCD-01-00-01 2 10 2000 {4.0}
- [ 4 Attribute Mame | Type Binary In | Binary In Description |Binary0ut-@emipﬁun |
[ DISPROT/PDIS10p general BOOLEAN [« Binary Input: C11 ] |
2 |- DISPROT/LLMOSGOSControl_DataSet_1 DIS/PRO... 10001 0-0CLo0-00-02 3 10 2000 {4.0}
3 l Jl Attribute Mame | Type Binary In | Binary In Description |Binir)r0ut.Binary0ut Description |
[ DISPROT/PDIS2 Op.general BOOLEAN [A Binary Input: C12
P4 |- VEBKOCTRL/LLNOSGO $Control_DataSet VEBKO/C... 10001 01-0C-LO-01-00-00 1 10 2000 {4.0}
5 . ‘- Attribute Mame | Type | Binary In | Binary In Description |Binnr5r0ul-Binlry Out Description |
0 | VEBKOCTRL/GOXCBR1 Pos stVal Dhbpos (] [ & BnayOuwpu5 |
L'
Figure 6

By choosing each option, related virtual Binary Input or Output will appear. After clicking on each
binary, you will be directed to that page under Binary/Analog Input or Binary Output tab. Then you will
be able to change the desired configurations.

¥ Hardware Configuration

I .An_alog Outpr* Binary / Analog Input |Binau']|I Output |E1ttra Setting | GOOSE Setting

[8]| Bran-input Target  Bnarynpet Label  Binary-input Type  Threshold  Rewerse  Show Actual Value  Show Resut  Apply VOC  Description
1 Trio Trio Drv 1.00 V | False None True (Short*ls>{inouts11
c2 Not Used
c3 | Mot Used
C4 Not Used
c5 | Mot Used
06 | Mot Used
€7 | Mot Used
ca | NotUsed

o | Mot Used
10 | Mot Used

| TieA | .| Fase i | True DISPROT/PDE Opoeneral |
= T%ﬂ | 1 Fake True DISPROTIPOES2 Op, eneral
Figure 7

™ Hardware Configuration

Analog Output | Binary / Analog Inpr~ Binary Output |Extra Setting GOOSE Setting
(] Binary-Output Target  Binary-Output Label  Binary-Output Description

1 Mot Used Mot Used
2 Mot Usad Mot Usad
3 Mot Used Mot Used
& Mot Used Mot Used
»5 | MotlUsed = | Mot Usde VEBKOCTRL/QOXCER Pos 58Vl
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Figure 8

Therefore, the created virtual binaries will act like the real binaries of the device and will be
considered in the test. Here is an example of the Goose testing for the Siemens 7SA522 relay with
the IEC61850 protocol and the RJ45 port with the EN100 card is done.

3 SN
Ele Bt e Devce Vew Gptons Mindow Hep 0
D& B[ %[> & #l| @ [ons Sy mEM W ,l—"

o o LED G lco— q¢iq-

Figure 9

Note that the selected IPs for the laptop network, tester and relay must be in the same range. The IP
of the test device here is 192.168.1.57 and the IP of the computer network is set to 192.168.1.2. Now
it is time to register an IP for the relay in the same range in Digsi 4 software. Here “192.168.1.4" is
set as an example. Keep in mind that by having an MLFB relay, all you need to do is to create an IEC
61850 Station by registering the IP and initializing it. By right-clicking on the relay title and checking
the Communication Parameters section, you can make sure that the VD address, Mirror VD, IP
address and Subnet Mask are correct. Here in IED name, the title DIS stands for Distance.

=
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Figure 10
Properties - SIPROTEC device x
General | MLFB | Communication modules | DIGS! Manages | IEC 61850 settings Communication parameters |
General 1
WD address: Mirar VD: 10002 red. Mirrar YT 0
Channel gwich: | [No channel switch] j Fort pumber: . ;I
- System interface [Ethemet]
IF addiess: 192 188 . 1 . 4 Maral change |
. wE = T Imnportant:

S e Log o33, oid L E nable of the manual configuration can

anly be undone by import of an SCD file.
Standard gateway i} a 0 1}
UDP port: 50000
IED name: DI

ot | Canesl Help

Figure 11

By opening the IEC61850 System Configurator, you can select the desired items from the Source
Catalog and Destination Catalog sections and transfer them to the Goose Application section to
perform Goose test. In this video, two protection items, Trip Zone 1 and Trip Zone 2, have been
selected from the reference section. From the destination section, the Double position breaker item
that was previously created in the Masking | / O relay is selected. Now all you need to do is to save
the created file with an SCD extension.

e — 4 -
e

%

83

Name
e nameo the diaset.

Figure 12
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Figure 13

In the next step, open the AMT Sequencer room and Click on Hardware Configuration to go to the
Goose Setting section and import the file saved in the previous step. As you can see, there are three
items with subcategories in the Goose Control Reference section. By opening the subcategories, the
function of zone 1 is set to Binary Input 11 and the function of zone 2 is set to Binary Input 12. In
order to change the position of breaker in using a tester, Binary Output 5 is selected. The C1 binary is
also wired to be used as a reference for comparing the time between trip zones 1 and 2.

™, Hardware Configuration - [u} Y
§ ?
Analog Output IB\naw!A%Ioglnput |Binary Output | Extra Sem[w’ GOOSE Setting
Impont SCL Clear SCL Source Mac: |02-00-4C-4F4F-50
Pl GOOSE Control Reference | GOOSE ID|ConfigR...  MAC Address | Applicatio... Min Repetition | Max Repetition VLAN |
0 DISPROT/LLNDSGOSControl_DataSet DIS/PRO... 10001 010CCD-01-00-01 2 10 2000 {4.0)
1 A! Attribute Name | Type Binary In | Bimary In Description | Binary Out | Binary Out Descripticn ‘
0 DISPROT/PDIS1.0p general BOOLEAN [ Binary Input: C11 [m]
248 DISPROT/LLN0SGOSControl_DataSet_1 DIS/PRO... 10001 01-0CLD-01-00-02 3 10 2000 {4.0}
3 | ‘i Attribute Name | Type Binary In | Binary In Description | Binary Out | Binary Out Description |
0 DISPROT/PDIS2 Op general BOOLEAN [ Binary bput- C12
P45 WVEBKOCTRL/LLNO$GOSControl_DataSet VEBKO/C. 10001 01-0CCo-0-00-00 1 10 2000 {4.0}
5 | Ai Attribute Name | Type Binary In | Binary In Description | Binary Out [ Binary Qut Description |
0 VEBKOCTRL/QOXCBR1.Pos. stVal Dbpoa L M ] BneyOupu:5 |
Impart Export OK Cancel
Figure 14

In the next step, you need to set the configurations for Binary Inputs. Here, Trip A and Trip B are
selected to record the relay performance against Trip Zones 1 and 2, respectively.

™ Hardware Configuration

Analog Outpi 'Blnary I Analog Input |Binary Output Extra Setting | GOOSE Setting

[W]| Binar-rput Targst  Binany-reut Label  Brnany-input Type  Threshold  Reverse  Show Actual Value  Show Resut  Appy VDC  Description

cl | Trn Trin | Drv 100V | False | None | True | Short*}=>(inout=1}
€2 | Mot Used | I | |

C3 | NotUsed | |
c4 | NotUsed
€5 | Mot Used "
c6 | Mot Used Ly
€7 | Not Used
€2 | MotUsed
9
0
o
»C12 []0e.

— [rea | [Fase | [Te | DEPROT/PDIS1 00 osneral
Y [ [Fase | [True | D&PROT/POIS2 Op ceners!

import Expott oK Cancel
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Figure 15

Then, it is time for Binary Output to be configured. Clicking OK will save the settings.

™ Hardware Configuration - O X
E |
Analog Qutput :Binary /Analoginp” Binary Output ‘Exlm Setting _GOOSE Setting |

[W] | Binary-Ouiput Target  Binary-Ouipui Label  Binary-Output Description Virtual Binary output

1| Mot Used Not Used | [ VBout 1

2 | NotUsed Mot Used [] vBout 2

3 | NotUsed | Not Used | [ vBout 3

4 |MNotUsed | MotUsed |

»5 [Ei.Gu. i v Bn. Out VEBKOCTRL/QOXCBR1 Pos atval

Import ... Export ... oK Cancel

Figure 16

Now it is time to do the test. As you can see, for trips in Zone 1 and Zone 2, in addition to the
physically-wired contact C1, the trip is also recorded through contacts C11 and C12. You can also
send a “change status” command to the relay, by enabling or disabling Binary Output. There are
different ways to check the information transference through Goose. For example, you can use Goose
Inspector, IEC Browser or a software like Wireshark.

W AT Sequencer - AMT Sequencer - o %

Hle  View lest Paameters Hardware Window Help Socket Status: OK Z7TAS 1Y) "j’
By~ T|HD O-0-0-B| Dbk RS [EE 82 32| > - 08 X et @ & q;lq
> W |B-90- - & - BE D e
> 7 ~l Anogout |Bnary O Trigger |Senal |Reponseting | © = Foult L1E,L2E, L3, L1L2,L203, L3L1 EpotioCsV "
ama Saet ™
St Torminaton By
o~
Iy Binary Trgger Condton I-
Tigaer Loge.
NG Y
C1 [homd [T [0 (€1 8
€11 Nomal TroA [ToA X >
Cratems o5 0 x - 9 s
& +
E b ———
[omms) z \
[oos] ~
Ervortirigger Overcarremt .
g
H
H ~

Them TOm Towe  Tha Tow )
0

At vaz | vas et 12 w3

W’

o o e |

Figure 17
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Fle Mode Yew Setings Fter Help 00 = XX X)
Online View, logical, all packets
227 2:16142 PM,8s8 d-0.003% 192.168.1.57:1001 > 192.169.1.2:13096
230 2:16:43 PM,087 d=0.2205 192.168.1.57:2001
231 2:16:43 PM,089 d=0.002s 192.168.1.57:1001
232 2:16:43 PM,004 de0.0055 450
20 2:16043 M 132 de0.033 192.169.1.2:1309
234 226103 351 de0.210s 102.168.1.2:13008
206 2116143 PM,447 60,0965 5841B1ISAI04:1S:67 co:01:00:03
230 2:16:43 PM,81 d-0.0345 584381 coe1:00:02
20 2116143 P53 d-0.102 152.168.1.2:13098 1.57:1001
201 2116143 PS84 d=0.001s 192.168.1.57:1000 1.2:13008
20 2a6: 192.168.1.57:1001 68.1.2:13088

152.168.1.2:13096
$50:78:90:F2:07:03

192.168.1.2:13096
192.168.1.57:1001
192.168.1.57:1001

:04:15:67
PM,d64 d=0.018s 192.168.1.2:13096
PM,480 d=0.016s $84:81:5A:04:15:67
PM,700 d=0.2205 192.168.1.2:13096

I/Outoutfiver. OF OF |GoosE 0k

.1.57:2001
€2:00:00:08
1.57:2001
.1.2:13008
.1.2:13098
1.57:1001
1.57:2001

1.2:13008
.1.2:13006
1.57:1001
1001
13096
1.2:13006
1.57:1001

192.168.1.5

TeP packet
TCp Packet
TCP Packet
coose

TCP Packet
TeP packet

Tep packet
Tep packet
TCP Packet
TeP Packet:
Packet x
TeP Packet:
Tep packet
Tcp packet
Tep packet
cp Packet
TP Packet
ep Packet:
TCP Packet
TCP Packet
TCP Packet
TCP Packet
TCP packet
TCP Packet
TeP Packet
TCP Packet:
Goose

Tep packet
Tep packet
Tce packet

Tep packet
Tep pPacket
eP Packet
TCP Packet:
coose

TCP Packet

i

TCP Packet

Dl Deties View 267 216ppM188.. —

[no cont file loaded
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